izIT |[SOLUTIONS

INSTRUCTIUNE DE LUCRU WI-IT-001

Ghid de restaurare fisiere din backup cu KopiaUlI

Versiune 1.0

Data 30.03.2026
Autor Departamentul IT
Clasificare Uz Intern

Scop

Aceasta instructiune descrie pasii necesari pentru a restaura fisiere din backup folosind aplicatia
KopiaUl. Este destinata persoanelor desemnate din cadrul companiei care au primit datele de acces
de la administratorul de sistem.

Cand se foloseste aceasta instructiune de lucru

» Serverul de fisiere este indisponibil (pana de curent, defectiune hardware, etc.)
» Trebuie recuperate fisiere sterse sau versiuni anterioare ale unor documente

* Administratorul de sistem nu este disponibil si este nevoie urgenta de acces la fisiere

Cerinte

* KopiaUl instalat pe laptop/PC (furnizat de administratorul de sistem)
* Datele de conectare primite de la administrator:

o Host (adresa serverului de backup)

o User (numele de utilizator)

o Parola de conectare SFTP

o Parola repository-ului (pentru decriptarea backup-ului)

e Conexiune la internet

Pasi de restaurare

Pasul 1 — Deschideti KopiaUl si selectati tipul de stocare

Deschideti aplicatia KopiaUl. in ecranul Select Storage Type, apasati pe SFTP Server.
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[ Kopiall v0.22.3

“ Snapshots  Policies Tasks Repository Preferences

Select Storage Type

To connect to a repository or create one, select the preferred storage type:

. Amazon S3 or Compatible
Local Directory or NAS Google Cloud Storage

Storage

Backblaze B2 Azure Blob Storage SFTP Server

Rclone Remote WebDAV Server Kopia Repository Server

Use Repository Token
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Pasul 2 — Introduceti datele de conectare

Completati campurile cu datele primite de la administrator:
e Host — adresa serverului de backup
e User — numele de utilizator

* Port — portul de conectare (23 sau 22, conform indicatiilor primite)
e Path — ./kopia

* Password — parola SFTP

La sectiunea Known Hosts Data, lipiti textul primit de la administrator (cheia SSH a serverului).
Apasati Next.
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D Kopiall v0.22.3

Storage Configuration

Host User

Path

J/kopia

Password

Path to key file

enter path to the key file

Key Data

paste contents of the key file

Launch external password-less SSH command

a Snapshots  Policies Tasks Repository Preferences

Port
23

Path to known_hosts File

enter path to the known_hosts file

Known Hnste Data

By default Kopia connects to the server using internal SSH client which supports limited options. Alternatively it may launch external password-less SSH command,
which supports additional options, but is generally less efficient than the built-in client.

Version v0.22.3 154bf56899228e5¢95fb3176b9c6901bbedcad7b kopia/htmlui 00007b1667f4fb02aeed448a54dee2e5¢3990b6af built on Tue Nov 25 01:09:40 UTC 2025 runnervmg1swi

Hosts Data difera.

Pasul 3 — Introduceti parola repository-ului

Nota: Daca administratorul v-a indicat portul 22, ecranul arata similar, doar portul si Known

Introduceti parola repository-ului (diferita de parola SFTP). Aceasta parola decripteaza backup-ul.

Apasati Connect To Repository.

WI-IT-001 v1.0 https://kb.izit.ro/WI/ghid-restaurare-backup-kopiaui/

Pagina 3 din 16




{ZIT | SOLUTIONS

D Kopiall v0.22.3 - m] X

a Snapshots  Policies Tasks Repository Preferences

Connect To Repository

Connect As

To override, click 'Show Advanced Options'

Repository Password

[. ........ ]

Used to encrypt the repository’s contents

Repository Description

My Repository

Helps to distinguish between multiple connected repositories
¥ Show Advanced Options
Connect To Repositoryw
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Pasul 4 — Asteptati conectarea

KopiaUl se conecteaza la serverul de backup. Asteptati finalizarea.
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D Kopiall v0.22.3

- ] X
a Snapshots  Policies Tasks(1) Repository Preferences

2 Initializing Repository...

© Show Log
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N

Pasul 5 — Verificati conexiunea

Dupa conectare, veti vedea ecranul Connected To Repository. Puteti modifica descrierea
repository-ului pentru a-l identifica mai usor (ex: numele serverului de fisiere).
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a Snapshots  Policies Tasks Repository Preferences

My Repository

v/ Connected To Repository

[ FS1 BACKUA

Config File

Provider Encryption Algorithm

sftp AES256-GCM-HMAC-SHA256

Repository Format Error Correction Overhead

3 Disabled

Connected as:

Hash Algorithm

BLAKE2B-256-128

Error Correction Algorithm

I Update Description

Splitter Algorithm
DYNAMIC-4M-BUZHASH

Internal Compression

yes
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Pasul 6 — Navigati la Snapshots

Accesati tab-ul Snapshots. Din dropdown-ul Local Snapshots, selectati All Snapshots pentru a

vedea toate backup-urile disponibile.
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- ] X
n Snapshots Policies Tasks Repository Preferences
FS1 BACKUP

as Local Snapshots ~ New Snapshot

Local Snapshots
All Snapshots @

B

er Size Last Snapshot

Next Snapshot
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Pasul 7 — Selectati snapshot-ul dorit

Veti vedea lista de snapshot-uri (backup-uri) disponibile, cu data si ora fiecaruia. Selectati snapshot-
ul din care doriti sa restaurati (de obicei cel mai recent).
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a Snapshots Policies Tasks Repository Preferences

FS1 BACKUP

Displaying 1 out of 3 snapshots of roo’ )
Show 3 individual snapshots

Selected Start time Root Retention

Size Files Dirs

3/28/2026, 11:12:40 [ x164d6c031e767a37775£781d73e3£2e9 u a a 438 3765 853
o —@9 [ weekdy-1_

GB
[ monthly-1 ] annual-1 ]
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Pasul 8 — Explorati continutul backup-ului

Puteti explora continutul backup-ului navigand prin directoare, similar cu un file manager.
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a Snapshots Policies Tasks Repository Preferences

FS1 BACKUP

/home/iscsi/AGRIECOTEC

Mount as Local Filesystern RS OREIE S e Rl et You can mount/restore all the files & directories that you see below
@ or restore files individually.

Name Last Modification Size Files Directories
0.VARIANTE ANTERIOARE/ 4/27/2023, 1:20:31 PM 28.9 MB 32 4

0 APLICATIA/ 7/21/2023, 4:50:06 PM 98.3 MB 50 9
1.VARIANTA FINALA - SCANATA 4/27/2023, 10:50:51 AM 48.2 MB 6 1
10.CHESTIONARE FINALE IANUARIE 2022 4/27/2023, 5:19:32 PM 90.4 MB 85 20
11.SCREENSHOT APLICATII 11/27/2024, 3:56:33 PM 10.6 MB 43 3
12 workshop-uri/ 6/12/2023, 12:34:32 PM 563.5 MB 108 12
3.CONTRACT/ 11/14/2024, 4:28:43 PM 64.3 MB 43 5
4.IMPLEMENTARE/ 11/15/2023, 3:35:29 PM 1.1 GB 1261 180
5.LEGISLATIE/ 9/30/2021, 6:44:27 PM 95.6 MB 7 1
6.AGRIECOTEC - de la ADRIANA 11/14/2024, 4:54:55 PM 40.6 MB 95 9

Page Size: 10~
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Pasul 9 — Descarcati fisiere individual

v

Navigati in KopiaUl pana la fisierul dorit si apasati pe numele sau pentru a-I descarca.
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a Snapshots Policies Tasks Repository Preferences

FS1 BACKUP

home/iscsi/AGRIECOTEC / 11.SCREENSHOT APLICATIl / AGRIMAP @

Mount 2 Local Filesystem | Restore Fies & Directories You can mount/restore all the files & directories that you see below
or restore files individually.

Name Last Modification Size Files Directories
. HARTA AGRIMAP.pdf 11/27/2024, 3:56:35 PM 4.1 KB

. Raport cultura de porumb.pdf 11/27/2024, 3:56:47 PM 4.1 KB

HARTA AGRIMAP.pdf 1/31/2022, 11:29:18 AM 1.6 MB

Raport cultura de porumb.pdf 1/31/2022, 11:31:53 AM 38.9KB

Page Size: 10~

Version v0.22.3 154bf56899228e5¢95fb3176b9c6901bbedcad7b kopia/htmlui 00007b1667f4fb02aeed448a54dee2e5¢3990b6af built on Tue Nov 25 01:09:40 UTC 2025 runnervmg1swi

Alegeti locatia de salvare si apasati Save.
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Organize ¥

KopiaUl
} Music
B Videos

@ OneDrive

[ This PC

4 & > ThisPC > Downloads

[&] Pictures

_J 3D Objects
[l Desktop

Documents
4 Downloads

a https://127.0.0.1:50669/api/v1/objects/d3b1976f4a433ec6d8b959133910a41c?fname=Raport%20cultura?%20de%20porumb.pdf X

Date modified

No items match your search.
J

v 0

File name: | Raport cultura de porumb

~ Hide Folders

Save as type: 'Adobe Acrobat Document

Search Downloads P
= @
Type Size
>
"
Save Cancel

Pasul 10 — Montati backup-ul ca drive local (alternativ)

Daca aveti nevoie de mai multe fisiere sau directoare intregi, puteti monta backup-ul ca drive local.
Apasati Mount as Local Filesystem — backup-ul va aparea ca un drive (ex: Z:). Apasati apoi
Browse pentru a deschide automat Windows Explorer cu continutul backup-ului.
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a Snapshots Policies Tasks Repository Preferences

FS1 BACKUP

/home/iscsi/AGRIECOTEC

You can mount/restore all the files & directories that you see below
or restore files individually.

Last Modification

0.VARIANTE ANTERIOARE 4/27/2023, 1:20:31 PM
0 APLICATIA/ 7/21/2023, 4:50:06 PM
1.VARIANTA FINALA - SCANATA, 4/27/2023, 10:50:51 AM
10.CHESTIONARE FINALE IANUARIE 2022 4/27/2023, 5:19:32 PM
11.SCREENSHOT APLICATII/ 11/27/2024, 3:56:33 PM
12 workshop-uri/ 6/12/2023, 12:34:32 PM
3.CONTRACT/ 11/14/2024, 4:28:43 PM
4.IMPLEMENTARE/ 11/15/2023, 3:35:29 PM
5.LEGISLATIE/ 9/30/2021, 6:44:27 PM
6.AGRIECOTEC - de la ADRIANA 11/14/2024, 4:54:55 PM

Page Size: 10~

Z Restore Files & Directories

28.9 MB
98.3 MB
48.2 MB
90.4 MB
10.6 MB
563.5 MB
64.3 MB
1.1 GB
95.6 MB
40.6 MB

32
50

85
43
108
43
1261

95

Directories

180
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Puteti naviga, copia si lipi fisiere direct din Explorer, ca de pe orice alt drive.

WI-IT-001 v1.0 https://kb.izit.ro/WI/ghid-restaurare-backup-kopiaui/

Pagina 12 din 16




{ZIT | SOLUTIONS

- | = = |
F Hom
e

™

== DavWWWRoot ( *

0.VARIANTE AP
O_APLICATIA
1.VARIANTA FIl
3.CONTRACT
4.IMPLEMENT
5.LEGISLATIE
6.AGRIECOTEC
7. INREGISTRAF
8.RAPORTARE |
9.SCAN DOCUI
10.CHESTIONA
11.SCREENSHC
12_workshop-t
AGRIECOTEC C
IMPUTERNICIR
LUCRARI STIIN
PNRR

POC TE4
SCHEMA GRAT ,

Se V

== > ThisPC > DavWWWRoot (\\127.0.0.1@50828) (Z:) »

44 items

Manage

Drive Tools

~

Name

0.VARIANTE ANTERIOARE
0_APLICATIA

1.VARIANTA FINALA - SCANATA
3.CONTRACT

4.IMPLEMENTARE %
5.LEGISLATIE

6.AGRIECOTEC - de la ADRIANA

7. INREGISTRARI ZOOM
8.RAPORTARE LUNARA - YXS AVALANA
9.SCAN DOCUMENTE PTCR
10.CHESTIONARE FINALE IANUARIE 2022
11.SCREENSHOT APLICATII
12_workshop-uri

AGRIECOTEC CHESTIONARE Adriana
IMPUTERNICIRE

LUCRARI STIINTIFICE

PNRR

POC TE4

SCHEMA GRANT

SEAP

STUDIUL BIBLIOGRAFIC

DavWWWRoot (\\127.0.0.1@50828) (Z:)

Date modified

/21/2025 12:24 PM

/28/2025 8:44 AM
/28/2025 8:47 AM
1:00 PM

-.o
:_
[}
>
<

v D Search Dav'

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

AWWW
VYWY

Size

/Root (\\127.... P

Pasul 11 — Demontati

si deconectati

Dupa ce ati terminat restaurarea:

1. Daca ati montat backup-ul ca drive,

inchideti mai intai fereastra Explorer care afiseaza

continutul drive-ului montat (altfel demontarea poate esua), apoi apasati Unmount in KopiaUl
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a Snapshots Policies Tasks Repository Preferences

FS1 BACKUP

/home/iscsi/AGRIECOTEC

unt/restore all the files & directories that you see below
or restore files individually.

Last Modification

0.VARIANTE ANTERIOARE 4/27/2023, 1:20:31 PM
0 APLICATIA/ 7/21/2023, 4:50:06 PM
1.VARIANTA FINALA - SCANATA, 4/27/2023, 10:50:51 AM
10.CHESTIONARE FINALE IANUARIE 2022 4/27/2023, 5:19:32 PM
11.SCREENSHOT APLICATII/ 11/27/2024, 3:56:33 PM
12 workshop-uri/ 6/12/2023, 12:34:32 PM
3.CONTRACT/ 11/14/2024, 4:28:43 PM
4.IMPLEMENTARE/ 11/15/2023, 3:35:29 PM
5.LEGISLATIE/ 9/30/2021, 6:44:27 PM
6.AGRIECOTEC - de la ADRIANA 11/14/2024, 4:54:55 PM

Page Size: 10~

M Z Restore Files & Directories
You can

28.9 MB
98.3 MB
48.2 MB
90.4 MB
10.6 MB
563.5 MB
64.3 MB
1.1 GB
95.6 MB
40.6 MB

32
50

85
43
108
43
1261

95

Directories

180
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1. Accesati tab-ul Repository si apasati Disconnect
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L 43

FS1 BACKUP

Snapshots  Policies Tasks Repository Preferences

v/ Connected To Repository

[ FS1 BACKUP

I Update Description

Config File
Provider Encryption Algorithm
sftp AES256-GCM-HMAC-SHA256

Repository Format Error Correction Overhead

3 Disabled

Connected as:

Hash Algorithm

BLAKE2B-256-128

Error Correction Algorithm

Splitter Algorithm

DYNAMIC-4M-BUZHASH

Internal Compression

yes
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Informatii importante

* Nu modificati setarile din KopiaUl (Policies, Preferences) — acestea sunt gestionate de

administrator

persoane

Parolele (SFTP si repository) trebuie pastrate in siguranta si nu trebuie partajate cu alte

* Backup-urile sunt read-only — nu puteti modifica sau sterge fisiere din backup

* Daca intampinati
suport.it@izit.ro

probleme Ia

WI-IT-001 v1.0
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Istoric modificari

Versiune Modificari

1.0 30.03.2026 Departamentul IT Versiune initiala
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